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o Firewall

o Virtual Private Network

e Application Control

o Anti-malware

e [ntrusion Prevention

o Web Filtering

o Vulnerability Management

o Anti-Spam

Wireless Controller

Wide Area Network Acceleration
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Advanced Threat Protection (FortiSandbox)
Web Application Firewall (FortiWeb)
Secure Email Gateway (FortiMail)
DDoS Protection (FortiDDoS)
Application Delivery Controllers (FortiADC)
User Identity Management (FortiAuthenticator, FortiToken)
Endpoint Security for desktops, laptops and mobile devices (FortiClient)
Wireless LAN and WAN (FortiWifi, FortiAP, FortiPresence,
FortiExtender and more)
Enterprise telephone systems (FortiVoice, FortiFone)
And more....
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# Resolve Hostnames [Using reverse DNS lookup)

# Resole Unknown Applications (Using remote application databass)

Swles Js 1, Event Logging a5« suw al> 0 o
ailes b SY 5l cazin glal b wsled cui 1) SY g4 aan Enable all 4 557 Ol L ogles oo Lo
Sl (Ko Loy Jlas £43 45 0,90 ol WIFi activity events

a5 LS (g huaio 4 o,Lsl Display Logs From 4 35 a5 s yielao GUI Preferences cud jo
FortiCloud ;s Mg (o0 oo Ll yo ln SY

Yy

# User activity event

# Explicit web proxy event

Apply



:security policies ,o 5,5 SY gl Jd ¥
IPv4 Policy> Policy & Objects>:uoles b 1) 55 e
DS aseiie dwled J S SY LU oy ls lass a5 policy SCal s

I, All Sessions L, 5 Security Events ¢ls 4035 51 S5 ol Logging Options ceed (o

o5 Sl All Sessions a5 o les bl |,Security Events a5 sl s o)lge iy (o

485 s 3l (5 (53l 005 GLAS g glie 05 (oo Ll Clo (pl oS led oo CS ) S

°9~’

Log & Report> Traffic Log> Forward Traffic Report> Traffic Log> Forward Traffic
das (lojfEu )b ez 0)lee Jolis o SY pl s oo Gioles 1) S8l 5l el Cledlbl b SY

Column 4535 5 00,5 cwl, SIS b st 51 (SO (g3, dlg (oo DMLl ol £o5 s Sz
Swles Jdye 1) o can b g Jd |y la ain;l can ol b aples ol |, Settings

Web Filter default

= | Application Control default

£ IPS default

»rF ) Email Filter default

DLP Sensor default

£ VoIP default
SSL/SSH Inspection certificate-inspection

Traffic Shaping

Shared Shaper guarantee-100kbps
Reverse Shaper guarantee-100kbps
Per-IP Shaper client-guest

Logging Options
@D Log Allowed Traffic
Security Events
® All Sessions
Capture Packets
Comments Write a comment

- | 0/1022
@7 Enable this policy

AR}



o/ [Tosotime Tsowee ksl Toweeies |1 svicaion eme T secuiy Acowsecuty vens_Semo
k1 192.168.160.180 @ Allowed 4
2 11:35229 =5 54.164.135.208 DNS T4B /0
3 11:35:28 = 92.50.31.200 MS-5QL 1.06 KB
4 11:35:28 10.10.34.34 Browsec @ Allowed &1 2408/
5 11:35:28 ® 125.,209.252.16 (legy.g.line-apps.com) ENauer.Line @ Allowed [ arp B 906 B /

6 11:35:28 @ 125.209.252.16 (legy.g.line-apps.com) HTTPS 100 B/

7 11:35:28 = 23.61.199.131 DNS 85B/0

H = 11:35:28 =5 205.251.196.159 DNS 85B/0
9 11:35:28 il 50.210.10.52 DNs F7BlO

| 10 11:35227 =5 205.251.195.16 DNS 77B/ O
11 11:35:26 B 54.153.30.23 DNs 77B/0O

| 12 11:35:26 = 217.56.220.132 POP3 1328/

113 11:35:26 = 37.77.52.44 DNs 74B/0
14 11:35:26 == 205.251.192.206 DNS FOB/2
15 11:35:25 i 101.227.169.106 DNs 62B /3
16 11:35:25 [l 50.210.10.52 DNS 66B /0
17 11:35:25 = 92.50.31.200 (92.50.31.200.user.shahrad.net) MS-5QL 1.01 KB
18 11:35:25 =5 74.115.14.19 (den-ass-01.solarwinds.com) DNS 64B/8 7

AL Ay o o O] > Security Policies G sl

Policy ! .04 |,>1 Policy table s 4 ax5Ls Security Policy G jgla> a5 a0 olis Jlie oyl
LAN oSl a5 oS 0y alg> IS _Jb S Policy A s aalgs Sails IPV4 _Jb a (Jle ool o

web  Jleel b ol jor a2s o |, b minl a5 s w05l POlicy B aes o ) co pnl a4y (o s ol
4 Policy C.aciie Jaio L aSiils & LAN 55 )b 51 aS ol wless bbse 5l (6 m G (sl filtering

o SYSAAMIN ool i pb).ail alils pw wd GuuST g8 a5 ols walgs ol pes! pis

(a3l

salgs 15 oolatwl 890 02 b (pl il o b "deny” w default b o o> b

LS A Sy asilen F i SUBNEE (S o aF el oid 0ua b 535 edpaly S e Jle el 5o
sl o LAN o

D 031d g (ow yiwd (sog0s O yeo 4 b Policy A oledas -
Dl 03l o s o3>l b blge 4 U Policy B 5L -Y
SysadminPC & ,»5 -Y
SysadminPC & _w iws ol slx! 41, Policy C sl -f
Policy Table .5 5 -0

wls -8
Y'Y



WS b1y ) e
Policy & Objects> Policy> IPv4
Gl 53 098 SLHHD gy Co il a4 (owtwd a5 wled sbml (cadl (8 Sl e ol

Xl 0590 Enable 1) NAT cll> a5 wyad yiolas

All 5 05,5 ON |, Log Allowed Traffic 4. ;5 Logging Options cwd ;o 5 axao b

Swles ol 1) Sessions

mled (b 1) 5 e
Policy & Objects> Policy> IPv4
CpSe e (hlse (1l (6l o s Slml 1 Sledlans b Billae wox b S
Incoming Interface = LAN
Source Address= All
Source Device Type= Mobile Devices

Outgoing Interface= WAN (oKws 6 ol cuss)

Service= Http,Https,DNS

] . Enable NAT
Logging Options

Web Filter 4., ;5 Security Profile c.w..3
@D Log Allowed Traffic a8 y R

S les eolawl Default Jg, 51 9 00,5 piog, |,

Security Events i
Proxy sle colld o5 04l o el |5 ol
® All Sessions ssliiul 33,5 Jlsd SSL Inspection 5 Options

Capture Packets

Yo



Ly HTTPS S8l b aes o o5l>! SSL inspection 4 proxy options !, default |, |
Y UC S Pt UUR PRSP L WA

b i) (69, e Gwles pled 05 oo Ecls (Device Groups) b olSiws 09,5 <o bld 5l ool :aiss
Dg el Sslegsl & yg0 4 LAN

All 4535 g 00,5 pig, |, Log Allowed Traffic «.Ls Logging Options ,o cledas ad, Jie
S ol 1) Sessions

SysadminPC 5,5 =5 .Y

aled (b)) 55 e
User & Device> Device Definitaions

Cpmled Lol Cond pl o e ool o piw I PC G il o >

ald jo 1) 0g3 oKiws £95 Ll o 5 anles o)l 1) MAC Address s 5 00,5 Gl 1) Alias 4 35

Swles axin Device Type

Alias I
MAC Address

Additional MACs Click to add... b
Device Type [E Other Network Device i
Custom Groups None >
Comments Write a comment... ¥ | 0/255

OK Cancel

: SYSAAMINPC (sl v yiws sl g Policy C wlelas f

asled (b 1) 55 e
Policy & Objects> Policy> IPv4
b ) s bogasr ol SO
Incoming Interface= LAN
Source Device Type= SysAdminPC
Outgoing Interface= WAN
Service=All

Enable NAT

\itd



b odly 658 i 5 0

wealed (b 1y 2 e

Policy & Objects> Policy> IPv4
(Policy Table) aus canline |, oudly Jouz Consg wily o Jl>
@ .04l L8 dads o 3YL o a5 Policy A 5l Wil &le Wl oals aisle a5 ol b ol s o
yebate 45 .5ls 1,8 Default Deny Policy Ll o g Policy C e 5 5,15 1,8 Policy B T JLss

aS awsl asly Jble 4 cplply vgdase Jlesl 6518 Cli g 4 s b ol asls Hlas o dioen

IRVRUC S Jt | PR WO SV Ep -S|

Seq.# | 7 From 7 To T Service T Web Filter T Devices
x 1 wan1 O HTTP
O HTTPS
. DNS
T lan wani 2 HTTP [T default (& Mobile Devices
S HTTPS
I DNS
3 lan wanl 3 ALL 3 sysAdminPC
4 -
any any 3 ALL

STLET X V| PR E54 INVEY PERNPL I SRS SOPNRI ORI PO v S T- SV FRCR € S-S B SRV S

oles oasline | b 5 00,8 bula | o odb ol oo g0 wed

(Internet

WR9P R e
Log & Report>Traffic Log>Forward Traffic
S odaline |) wiSe j5ee ilisie sla oy 5l AT (5000 slo STl Slg oo
A lad solatwl o&iws 05 jsiile Cg> SNMP S5 ;5
oolaiwl 8,90 a5 sl oKiws 40,5 ,55sle > Simple Management Protocol (SNMP) IS ,»

sls 3,155 a5 Fortigate SNMP agent  Jis caslp s (59, » Sloshass ploul dbowgs 005 oo 13

Sl o Jlo,l e SNMP Managers « | g Sledlbl g Cundg 45 bgs o

v



b ass oo ojl>I Manager 4 by e SNMP & o5 5555 4 by .0 SNMP Agent . s ¢l 5o
led Cdlyo 1) s 4 by o el

oS 98 oKws agent SNMP L s o sloglass .

CuS 598 md il 69, » SNMP o5l Jles ¥

SNMP Manager < L wledas ¢ Fortinet L MIB 0,5 a5lils Y

’/'-_-‘i
J Y
Q Internet 3

A Ko S

Internal Network

17—
}_/,/ Foitiiate

w___
1

SNMP_I‘»‘I'anager

SNMP agent « Lg o Slowdass )

maled (b 1) 5 e
System> Config> SNMP

Suwsbes sl was community G G oy |, Create New 435 SNMP vI/V2 cwdd 55

YA



SMNMP Agent |« Enable

Description :.Fof.t-@cjl{e

Location PardisPars|

Contact 021-88327832
Apply

SNMP v1/v2c
@ Create New [& E

umm

SNMP v3
3 Create New [ E T C

?umm

Authentication, No Private

FortiGate SNMP MIB

Download FortiGate MIB File
Downlead Fortinet Core MIB File

L Jlo ;o Mo .awles 3,l5 1, SNMP Manager 4 by, yo,ol o sl Hosts cuwnd 4y
az5ls SNMP Manager aix 5 (poiz dls oo 2o, 4 Lo il o0 192.168.1.114/32
) a6 ion Joe <o L b asil asls SNMP Manager G b il o ol b asil

IV PRIR WS,

23,8 o Jad b Ceowd plad 0 )lge yiin jo S Jld |y oyl Lo a5 ol SNMP Events

v



Hosts:

1192.168.1.114/255.255.255.255 | (Any 5 e |
Add
Queries:
L i e— - —
V2C 161 g
Traps:
e — — —
vi 1162 ' 162 CJ
vac 1162 162 ' CJ
™ CPU usage is high ™ Memary is low
# Log disk space Is low # Interface IP is changed
VPN tunnel up # VPN tunnel down
™ WiFi Controller AP up (¥ WiFi Controller AP down

@ HA cluster status is changed [ HA heartbeat failure
# HA member up ¥ HA member down

# Virus detected @ Matched file pattern detected
™ Fragmented email detected @ Oversized file/email detected
# Oversized file/femail blocked & Oversized file/email passed
# AV bypass happens</

oS )88 byl g9, 2 SNMP (g5l Jles

S Galemy 1) 225 e
System> Network> Interfaces
ysubnet ;o5 Wb d il pl a8 ail alily ax g o 1) Al e ol SO Edit a3

SNMP 45 L3 Administrative Access cwd ;o .aiL SNMP Manager jlos (a5
Al

SNMP Manager G oledas g oo (3,58 MIB L osbils .

9 4 baye BBMIB aslgis ol oo oolaiul Lo a5 sSSNMP Manager ,.Lul
Soled oolaiul g oglils 1) o3 5,99 5 <o

W9 R R e A
System> Config> SNMP



Setles 9l 2 JSb wile |y 2 5598 5 S (558 4 sty sle s MIB

SNMP Agent |+ Enable
Description |Fortigate
Location |PardisPars|
Contact 021-88327832
Apply
SNMP v1/vic
b Create New [ i}

(8] Community Name | _Queries | _Traps | _Enable |
[ RD (/] (/] t3

IsSNMP v3
b Create New [ i}

ﬂm

Authentication, No Private

FortiGate SNMP MIB

Download FortiGate MIB File
Download Fortinet Core MIB File

ML’ P D990 g,‘..f 6_,)5.9 LSLQ oK 6‘)‘.’ > J;L‘B MIB )| Eg 9o
FortiGate MIB .\

Fortinet MIB .Y
Sl o oK 8,90y cogase Sledb| g laals ¢ Traps sgl> 18 ForiGate MIB

S5l 02>
CuS 598 o&iws 1, latraps b ools alxil 192.168.1.114 ,, |, SNMP manager lodas

.%L@@\)u‘;)psq;&;ﬁébwf LLEMIB L &je0 40 wuled céb o

aoly ,0 ewmbled o oolaiul b SNMP Traps cosliv gz Solarwinds i Lo Jle ol o
505,5 obxill, Select Drive.ssls 1,11, SNMP> MIB viewer c....d ;s> Solarwinds
DS 04y 1y cewlie Commuunity string g owsles 0,15 1, cuS 5,98 olfiws w0l IP

9 a8, Log Management> SNMP Trap Receiver cw..3 4, Solarwinds 58l » 5 ;s
Swles ozl | Launch a5

btrap oy . Log & Report> Event Log> System 5, ,b 5l (o5 5,98 oSl o
Aaled sdalive |y cunl ouls Jls,l a5

A



r_fgputh syatam. intar soa Diaka e 10:45:28 [Fri Mar E 10:43:2E 2013

Wirtusl Domam oot Lewel infarmation

Temestamp Fri Mar 8 10:49:28 2013 cigtid 2949201

logid 44547 suly Type syshem

Ueser Interface GUI[LT7Z.20.120.21) Uz ] admin

Action Eddit chigabj dmz

radll E5409 clhgatir ip[10.10.10.%9 255 255 255.0-+10.10.10.2 255.255 255.0'
Meanage Edit =ystem inberface dmz

Pl g e a5 dgaome lo o s slu! (gl Port Forwarding ) oolaul

&3, » Port Forwarding oledas gl Virtual IP 5l jgla> a5 ppo oo jlid Lads 4 Lo Jle ol 0
g o 55 SSH 22 5 FTP 21 4 TCP 80 &g Jlie o) jomles colainl cuS 5568 olSiws

el bl (g tws Lo (SIS (5l g 4 o Dy (nl Jags Wl (oo (S Slo )
Virtual IP -5l )
VIP Group 4 Virtual IP o 5" a8L5LY
Security Policy -yzlw ¥

fY



VIP VIP VIP

Fa.rt |C1'ate

i
=]

Virtual IP c&La )

wled (b 1) 25 yems

Policy & Objects> Objects> Virtual IPs> Create New> Virtual IP

ks Virtual IP G 80 &,y TCP (5 15 9 Jleé |, Port Forwarding

Name
Comments
Interface
Type
|| Source Address Filter
External IP Address/Range
Mapped IP Address/Range
[« Port Forwarding
Protocol
External Service Port

Map to Port

:Wéb server

Write a comment... L 0/255
WAN -

Static NAT

1192.168.1.1 -[192.168.1.1

s TCP upp SCTP ICMP

[so |- [0

80 |- 8o
OK Cancel

fv



S oLl 1) Webserver-SS ol label coond [0 .o jle (5022 &g (sl 496 Virtual IP G

VIP group « Virtual IP o 5" asls] Y
led (b 1) 2 e

Policy & Objects> Objects> Virtual IPs> Create New> Virtual IP Group.
w23l o VIP Group G

New VIP Group

MName

Comments Write a comment... ¥ | 0/255
Interface Any b

Members Click to set... -

oK Cancel

Security Policy G el Y

1935 Ghalo 1) ) e
Policy & Objects> Policy> IPv4
Aol pdy GG Jlg b cty 5l e g 4 o s a5 oy 5Ly Security Policy <G
S el p Slasin U sl 1, Gledas
Incoming Interface = WAN (c.5 5,99 0 il Cawd)
Outgoing Interface = LAN (Wil oo <o Olw o] 5l oy a5 A3l cund)

Destination = VIP group
Service = Allow HTTP, FTP , SSH

2,5 dalgs dadlors Lo (gl 5w 3l cowlin sla Security Profile ;1 oolaiu! Loluwo

£



Incoming Interface wan2 - |

Source Address = all |-
Source User(s) Click to add... -
Source Device Type Click to add... N

Outgoing Interface internall ) -

Destination Address Webserver il

Schedule D always i

Service (3 HTTP kW

3 FTP
: SSH
Action v ACCEFT ¥

Firewall / Network Options
JFF MNAT

oFF  Web Cache

oFF  WAN Optimization

Security Profiles

@D Antivirus default -
OFF | Web Filter default
_0FfF_ Application Control default
@ Irs default .|
JF Email Filter default
DLP Sensor default
_OFF | VoIP default
_OFF ) ICAP default
Praxy Options default -|&
S5L Inspection default - #3;"

29 29 b sl Dy ) 9l (oo 9 Zewl 5L 80 o)lels TCP &5 a5 w5l (holas oz ye 5l 13
Qg phedne 21 922 sla yg 095Ul e asS 18 L bLS |

: ;..A...o ‘6L‘° u...l.,l.é

5T ol L bl ol s e o Lo 8 8 ol85s el (sl ol 50 o Jund o

Db g0 DLP 5 Sy jild Jeosl ¢ IPS i el yy S ey Sy 723 g9

roadlely o 08 s sl LBy ably o Lol o)ls 28 iy hlgn SO sl ol e

oo olilas Baclh ot aislo sla Llbg; mles solit il 5l 55 (5 4 Celins 5 5l bl

ol ole oo al Sy jgtile gz izren disles oo (5Lw ool | Lot il (slo el g wily
A



TR IRVEL SUPPE SRRV % I SRR S E U ES N T SRS WU |V SR AP A IR 3] I S P
Ngd (oo S Lo LBy
Ayl 1y el g aSid mbie 0 olows Sllgs a7 Sle asby (0,5 Jous @
waeie gl Culh g a4y wyiws s Cge Static URL Filter <ol 51 o505 oolatnl @
ol dolialgS 4 by e Sl (sla las| 0iSe oolaiul SSL Inspection 1 a5 oo @
SSL Inspection gl olgsds aoliwlss G 5l oolaw! o
4> glo g dusled oolainl S8l 5 ovalive (51, Application Control ;| 558> a5 0y ;.5 o ol Jle ol yo
aS gl anlip yo abl oo colainl Jlo o e8> ¢ |z wuled colainl o g0l 51wl gl aelyy ST 0uel
aS el 1 sl Application Control plas ¢ ailsg oS Block |, cusles slo ol b olase
sl aldle pw s a4 alyl sed U olgtds (gla anli e yredae Lo
Security Profiles nai> ¢ Application Control (g3l Jled .)
Sl S5 0355 peiile sl (28 e sle Ly Application jl eslizul .Y
Security Policy < « Default Profile :ysg0 adlsl ¥
Fortiview (glas jguils 13508 oy .F
b 4ol 0,5 SY sl Application Profile G w5l .0
Security Policy < « Blocking Sensor 3405 a3lsl &

2



Application
Session begins ———\bf- ‘,F X iFic

raffic
no \ TrafFic not
- Y| affected
Application Control g;lw Jles .\
tanled (b 1) p) e
System> Config> Features
. Sl yig, Application Control a5 &gl yielao
AntiVirus @ ( 1
«o»

C

Application Control &

DLP @
[ on

0

Email Filter &
[ on

Endpoint Control &

Explicit Proxy @

O

Iy oads Jlosl wloodas .oyl Jled 1) Multiple Security Profiles 5 o.uS” il Show More as 38
S Apply

A S8l 0 S ,9iile (sl Default application Profile jl ol .Y

fv



Security Profiles> Application Control

1S Glalen ) 25 s

Oiuled 4 o0 (gans atws sl aeliy 5l Cad SO asled o samline 1) Sgzge 08 i Jligy

00y, pudais Koy giile Sl (gl oais ploml (guis dlws inn (B8 i O o 4 el oall AN
! 5 awles ol 1, All Other Known Application 435 « bs 28Ul pled 5 o)l jelate ay .l

223 sl All Other Unknown Applications gl 1) ,IS yued .ausS oot jgiile 2> 6l 0 |,

a4 ol plasl o 39, Deep Inspection of Cloud Applications <ol 6,8 s Llgy o

g Heble CuS 498 Jawgi das o ojl>| Video Streaming e wg o slo 4l p

Security Policy « 53 o JBs s jogei adlsl Y

Edit Application S{EES

2o :

Comments Monitor all applications.

Categories

& Botnet = Game [El Remote.Access
& Business [El General.Interest & sccial.Media
B doud.IT &l Network.Service [& Storage.Backup
[El collaberation &= pap &l update

B email & Pproxy & video/Audio

Application Overrides

| 25/255

& verr
& 1ndustrial
[&] web.Cthers

@ All Other Known
Applications

@ Al other Unknown
Applications

i | & Add Signatures

Application signature Category | Action

Neo matching entries found

Options
[ on J Deep Inspection of Cloud Applications
L on J Allow and Log DNS Traffic

[ on J Replacement Messages for HTTP-based
Applications

Apply

System> Fortiview> Application

A

aled (b 1) 2 e

Policy & Objects> Policy> IPv4

N o P S P S O |
Coomnd j0 . awmles Glpg 1) ool
Application 435 Security Profiles

FBgyp 51 g 00,5 &g, |, Control
Sl Jdosles  eolaw!  Defualt

o aale> el Application Control

&9 4 oo SSL Inspection <o Ll

$9y 52 D) jekaie 4,.00,5 Jlad Sog5
JsBg, o Cloud Application S8l

Sgd ol wb Deep-Inspection
FortiView °)9+*i"° e r ¥

asled (o l) 55 e



Iy Ao jgue oS (5,98 51 pols b jo a8 (S8l o jeuils ol asled Gl ) Now view 455 4
S5 0590 50 (6 i Dledbl oy )lo Cawgd ST (bl oo b aolip olul p (gais aiws) s o iuled
Sledbl g duato SIS doe Sl aoled SIS sals o0l ioled asl p (59, p auwil alils by 4l

A y5] duples Cway Lo session o)l LIS

O Q Filter ApplicaTiDr‘ls now | 5minutes | 1 hour | 24 hours

—_—— NN SSS SN

Unknown 16 196.70 ME I
SSL Metwork.Service — Emmmm 6 0 129.61 KB |
HTTPS.BROWSER Web.Others [EEEw 1 5.70KB |
QUIC Network.Service — [EEzEs 1] 294.11 KB |
Apple.i0s.Push.Notification General.Interest  [ETEET 1] 13.30 KB |
WebSocket Metwork.Service — E=mEF| 1) 279.63 KB |
HTTP.BROWSER_IE Web.Others [EEEnE] 1] gae e |
Teredo Network.Service (ST 1] 313.34 KB |
HTTP.BROWSER Web.Others [E=Em 1 gs0B |
Skype Collaboration [EEEEE] 1) 41.04 KB |

A, ) e 4 Jles o Cloud sl 4l 5l aslie Sledbl 18,5 Cawds &l
System> Fortiview> Cloud Application
Iy oWl (ol Loy 4y bl il asS jgiile g odmlins | ail a8 )3 113 colaswl 050 a5 Slo (piSll g
Streaming S35 a5 Cowl oyl jo ol aidl caol ol 0uo olagiang ax wuad axgio U oos o0

AL sals aisLs Video
o 4ol 0,5 S ¢l Application Profile G el .0

So cSlo b oS cad T cdg Yl .l snis lulis BitTorrent <l 5 aiS (5,8 Lo YL Jle 5o
WSS ]y 095 g plb & ja8 wiSie SO 1, P2P Ll a5 J s’ Application

4y 59, p e b Sl G 05 walss S e |) o b b e sle asliy pled o Lol
3,135 Video/Audio 4 b o sla asli s

led (b 1) 2 e
Security Profiles> Application Control

A5l 0 Llgp SO

aasled Block 1, LT 5 03,5 il |, P2P &y Lgy o 09,5

4



Edit Application Sensor LN v

Name default [View Application Signatures]
Comments Monitor all applications. 251255
Categories
& potnet & Game & Remote.Access o voIr
& Business & General.Interest & social Media & ndustrial
& cloud.Im W Network.Service & Storage.Backup & web.Others
& collaboration &l pap & update @ all other Known
o b Applications
& Email & Proxy & video/Audio
& all Other Unknown
Applications

z !, Youtube aulS .asles Skl 1) Add Signatures <o Application Overrides Cwond 5 )0
signatures ples 0iSiw ooaline a5 (5, 9b led anles bl 1) TL Lo 1o sla signatures ples  ausS
Deep Inspection of Cloud Applicartion ai 35 .aias Block |S0s5 &0 4 g wiads aslsl cand 4 o

Seles Jled )

aslo by g 09d Jled oolld -l b oo; |, Application Control 4.S's Security Profile cood o
ML@J g.)l?u.:‘ l) 03

aiile (5,0l a5 0 uSe il o lade sl SO Loyl www. Youtube.com ol o)lg asS oaw

@ FortiGuard : oo lic:iton Serine)

Application Blocked!

You have attempted to use an application which is in violation of your internet usage policy.

Wil YouTube

S g Al il S 0 Gl e G b Aol 4 by e sle S8l aST alil el s
5 cdl> g aid, System> Fortiview> All Session .o 45 00ls SO slo el 5l yiies Sledlb]

A les ol 1) minutes

oaseine sl Cule g 4w iws 5l (6,5 l> cg> Static URL filter <o Ll 5l ool


http://www.youtube.com/

O o Social Network gass atws aisle 0o o) lgizme 51 2ol g5 4 cw i ojlal Lals 3
o3l 00,8 S, LT aulo Cawgo Lo a5 sl ole Coles gam aws ol J31s 10 0,8 5,98 ol
B amled gelas 1) cuF ()58 johaz a5 0,5 (oo 0 Led (Jle l 5o S Ol 5 (g s
xe & pl 0gd oo b Sub Domain Juls ol aiS 6,56l ol slom! gla aSll &y oo o
Oodas Loy 048 oo ploxil SSL Inspection jl solaswl alewgs g .0bl oo Static URL Filter G a5 ol

S asle> S oo SSL JSSg 5 alewsy (s Colu gl o 0l aples

20,5 aalgs IS (o IPVO (gl o9y ol Ll 0gd oo ales IPV4 (gl ys Security Profile Jtwo (! o
D91 daleS (68,5 2 IPVO o Lo IPV4 jo  odaws

(W0 LB Sy 0,18 ()98 g & el Giedan ) 0,18 (598 gy Sl -)
S il |, Web Filter Profile iz -Y
SSL Inspection Profile :y,5 ool -V

Security Policy cs-Lo -¥

s -0
Y URL Filter
" ,) . "fac_e_bookcom
{ Website ) - )
eV

>O Access blocked

]I
FortiGate,J L_LJ
E— Internal Network

led b 1) 25 e
System> Dashboard> Status
Cewyd g Sl Jled Web Filtering & bgs o S0l aS 0y 9 (j5adas [License Information cxS o

(OsS €80 o S0 ) g wolem Jws g dilb adls 1) STsl 31 .aSw I8

o)



+ License Information
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Configure a site-to-site VPN a5, 35 .5 ‘DNS Servers and VPN Connectivity’ Coowd (ol o

DMNS SERVERS

oS Next . awsles 9,15 1) DNS Server 4 bgs o Sledbl 54 5L5 519 055 1,

POINT-TO-SITE COMNNECTIVITY

E Configure a point-to-site VPN
x

SITE-TO-SITE COMNNECTIVITY

[«]iConfigure a site-to-site VPN
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|

MANAGE KEY

Sl gl oS S ead eols iles oS 09l oo yLled ‘Manage Shared Key” 4 bgs 1o 0,000
Conl oas (oS 0lS a5 W8S ol liuebl B9 .05 |, Tegenerate key aeSs oslgs (oo Dglite oS
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Manage Shared Key

Use this key to configure your local network VPN device to connect to the
virtual network.
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o290 S5 ()98 Elp @ a5l T g Y]
1S (598 PU g Sy ¥

bl Bb gl pb G LauS” sl ) Custom VPN Tunnel ¢ 059 o VPN>IPsec> Wizard o o

o |y Next a5 ¢ anilas



Name Site2Site

Template
B Dialup - FortiClient (Windows, Mac OS, Android)
B Site to Site - FortiGate
3 Dialup -i0S (Native)
B Dialup - Android (Native L2TP/IPsec)

Dialup - Cisco Firewall

E|

Site to Site - Cisco

(5
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Custom VPN Tunnel (No Template)

;o |, Local Interface .ales o,ls 1, Microsoft Azure 4 bgs o o <) Remote Gateway Cood 4o
3,lg |, Microsoft Azure lawgs ool a=Lle oulS” Authentication Cwd [o .au2o 1,8 WANI cJl>
. do s

28 Js e |, Dead Peer Detection ¢ NAT Traversal as ;5

Name Site2Site

Comments

Enable IPsec Interface Mode &

Network

IP Version & [Pv4 IPV6

Remote Gateway Static IP Address v
IP Address I

Local Interface wanl v
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NAT Traversal

Dead Peer Detection
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Authentication

Method Pre-shared Key b

Pre-shared Key AR E R R R Show Key

IKE

Version 1@ 2

Phase 1 Proposal % Add

Encryption AES256 :| Authentication SHAL l| il Remove

Encryption AES256 :| Authentication SHA256 ;| il Remove

Encryption AES128 :l Authentication SHAL ll il Remove

Encryption AES128 :J Authentication SHA256 :_J [l Remove

Diffie-Hellman Group | 21 20 19 18 17 16
15 14 5 ™ 2 1

Key Lifetime (seconds) 56600
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3,5 plem n blas J3ls a4y bgyje IP Adss L 1) Local Address olsd g0 518 50
Sy blae o 4l ol IP L |y Remote Address 4 by e ulé g (Microsoft Azure)

oS o0 mdas 7200 Sec sae L 1) Keylife al> o ol )0 g pus o0 51,8 ) 58 L 5ilkas |, Encryption

CoS 5,98 Glp Jlopls slo ol sl ¥

firewall G J&ls a6l 5 0sS axxl,0 Policy & Objects> Objects> Addresses ... «

AS gas, Sy address

b 5 Sledlbl ggl> a5 o3l Microsoft Azure s, cSoul S

Name= olgzo

Subnet/IP Range = 10.11.12.0/255.255.255.0
Interface= any

Visibility= enable
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5 oads aisle sld &Sl 5l Destination Address g Source Address L3 sla axsgol 4 a>g5 b

&S wlie sl 2SO gl was b SO s plosl )15 S8 oo 8 solatuwl 0,00 |, LB >l e
s bul> Destination Address g Source Address L pl .oy jlas acil axils 1, S35 04,9 o3l

D9l
43S 5 00,5 Cuwly, SIS ouls aisle BU (g9, p -2ug,» VPN> Monitor> IPsec Monitor ... 4
Sgd Jd b U awsles ol 1) Bring Up
tled (b 1) 25 e lo SY (g5l Jlad oz
Log & Report> Event Log>VPN

12 15:23:04 phase2-up IPsec phase 2 status change Site2Site
13 15:23:04 install_sa install IPsec SA Site2Site

T I T g P Ty e T
15 15:23:04 negotiate SUCCESS progress IPsec phase 1 Site2Site
16 15:23:04 negotiate SUCCESS negotiate IPsec phase 1 Site2Site

LIENIR] J 1582 | » M| [ Total: 79053 ]

Action negotiate Assigned IP Nia

Cookies S2eB97c069896cB0/I1b235157 1247602 Date/Time 15:23:04 (1407770584)

ESP Authentication HMAC SHAL ESP Transform ESP_AES

Group LTEY 1Psec Local IP 69.171.153.181

IPsec Remote IP  23.100.122.11 Level notice

Local Port 500 Log Description negotiate [Psec phase 2

Log ID 37186 Message negotiate IPsec phase 2

Outgoing Interface pppl Remote Port 500

Role initiator Status SUCCESS

Sub Type vpn Timestamp B/11/2014, 3:23:04 PM

User ™ Na VPN Tunnel She2Site

Virtual Domain root XAUTH Group N/A

MAUTH User N/&,
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o VPN Setup

Name ike-bgp-fgt1

Template
B Dialup - FortiClient (Windows, MacOS, Android)

| Site to Site - FortiGate

[0 Dialup - 10S (Native)

B Dialup - Android (Native L2TP/IPsec)
Dialup - Cisco Firewall

[@ Site to Site - Cisco

@ Custom VPN Tunnel (No Template)

* » |, Pre-shared key 5 Outgoing Interface 3 Remote Gateway 4; by, o sloald Jgons 3las

DRSS © inriicaton

ike-bap-fgtl : Site to Site - FortiGate

Remote Gateway 172.20,120.223

Outgoing Interface wan1 ( Detected via routing lookup ) [Change]
Authentication Method @ Pre-shared Key (0 Signature

Pre-shared Key sssaes

[¥] Hide Characters
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oS 0 0)lg 1) blae asils sl o2 Remote Subnet cuod (o .08 o0 0)lg 1) Hlesgs a4

AD



ike-bgp-fgrl ; Site to Site - FortiGate

Local [nterface lan »
Local Subnets 192.168,1.0/24 L7
Remote Subnets 10.10.1.0/24 (7]

© s © oo & rouing

ke-bgp-fgtl : Site to Site - ForbiGate

@ The VPN has been set up successfully
sSummary of Created Objects

Phase 1 Interface ike-bgp-fgtl

Phase 2 Interfaces ike-hgp-fgtl

Static Routes 10.10.1.0/24

Local Address Group ike-bgp-fgtl_local
Remote Address Group ike-bgp-figtl_remote
Local to Remaote Palicy 5

Remote to Local Palicy 7

pealed (oo bl [y Slbls)l g 00,8 (b |y pges 5 poo sloajls (L3 sl anssel 5o

Y oS 5,98 o IPsec o o Y

Remote 4y by o IP Address (10,5 5ls 10 b5 o o0 i V) oyleds &S 5,58 L gollas 1) >l 00

Al oo UP byl aS gl yielas U sug, oo VPN> Monitor> IPsec Monitor ,. .. 4
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feeS oo O)lg 1y Olhgtws 5 @S oo 5L 1) CLI Console g ai3, System> Status oo 4
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config router bgp
set as 1
set router—-id 172.20.120.22
config neighbor
edit ™172.20,120,.223"
set remote-—-as 2
next
end
config redistribute “connected”
set status enable
end
config redistribute “static”
set status enable
end
end

D pgd CuS J,99 40 BGP wledass 0

oo ) 25 Slgiwd g magd (oo CLI Lama o)lg g o0ls plosil 1) ol gl o (5558 wiilas
conilg router bgp
set as 2
set router-id 172.20.120.223
config neighbor
edit “172.20.120.22"
set remote-as 1
next
end
config redistribute “connected"”
set status enable
end
config redistribute “static”
set status enable
end

o

s f

$9, Ll &S oS o S 4 a8, Router> Monitor> Router Monitor ,... 4\ &5 3,8 ;|
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|7 Type | Network | 7 Gateway | T Interface| Up Time |

Static 0.0.0.0/0 0.0.0.0 fext-wanl
Static 0.0.0.0/0 25.32.81.253 fext-wanl
Static 10.10.1.0/24 0.0.0.0 ike-bgp-fgti
BGP 10.10.80.0/24 172.20.120.223 wanl 0 00:31:21
Connected  25.52.81.0/24 0.0.0.0 Text-wanl
Connected  169.254.1.1/32 0.0.0.0 ssl.root
Connected  169.254.1.1/32 0.0.0.0 ssl.root
Connected 172.20.120.0/24 0.0.0.0 wanl
Connected 192.168.1.0/24 0.0.0.0 fan
Connected 111128 £ root

Route a5 4395 oo (yialro g 428, Router> Monitor> Routing Monitor ,..c 4 Y <5 5,49

.l ouls advertised coddge b g sy 4 oSI98 5l BGP SOy, lavwgs b»
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0 D90 5,90 S Jawgl SSL VPN 5,k 5l bl )l ass co led a1, & i) gy Cod  cogas
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SSL VPN b gui,S .F
Sl Al g Co il 4y cw yiws (gl Security Policy (0,5 adlsl 0
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099

= O | e
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{Internet )
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B A ) Remote SSL VPN user

WAN 1
SSL Eﬂjﬂf 172.20.120.123
Browsing =
FortiGate
Port |

192.168.1.99/24

T o

Windows Server
Internal Network 192.168.1.114

499 oy 51,8 6l SSL VPN U ,g G ol )

Sl 0g5 Jb iy lp pl G g 0y |, Create New aoSs .0y, VPN> SSL> Portals .o 4
WS islpg |y full-access U, (2,8 iw Oyg0 4 dulyl (oo ized alS
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Edit SSL-VPN Portal

Name ffull-access |

# Enzble Tunnel Mode

# Enable Split Tunnsling

Routing Address Click to add -
Source IP Pools [ SSLVPN TUNNEL ADDRL x| g2
Client Options Save Password  [) Auto Connect Always Up [Kesp Alive)

# Enable Web Mode

Portal Message [Welcome to S5L VPN Service
Theme Blue X
Page Layout

¥ Include Status Information
# Include Connection Tool
# Include FortiClient Download
# Prompt Mobile Users to Download FortiClient Application
# Include Login History
Number of History Entries |

# Enable User Bookmarks

Predefined Bockmarks

Q Creats New [ Edi [ Dedet

No matching entries found

Limit Users to One SSL-VPN Connection at = Time

oK Il Cancel

3l Jlas! gl bookmark G b sy |, Create New 4 ;5 Predefined Bookmarks oo o

Sygo ) (J3lo aSlll mline jlanil andls Hlas o Led a5 5,5 oo 18 ool 050 289 LWBookmark
s bes oalazuwl S

Al o Cond (0 1y 59 b el 098 o )ls New Bookmark ceond 10 0ol 9900 9 ous) )92

Category Click to set... -

MName | |
Type |HTTR/HTTPS v |

URL | |
Description | |

Single Sign-0On v |

oK Cancel

09,5 o5 8 S il



aslal Wizard 5l oolaiw! b yg0 ol 0I5 G .aug 0 User & Device> User> User Definition ... «
aS il fled wlice Wb w5l as ail aiils axgi .ol oo twhite Lo IS sl Jlio (] jo aS

22>l predefined bookmark ceed o

aslsl SSL VPN 64,5 « ‘twhite’ 54 .0yg 2 User & Devices> User> User Groups ,. .. «

Name sslvpn_group

Type » Firewall () Fortinet Single Sign-On (FSS0O) () Guest  RADIUS Single Sign-On
(RS50)

Members a twhite X«

Remote groups

©Add @ o

Ne matching entries found

OK Cancel

S Al (gl eyol 0,5 aslsl Y

01y 095 (A3l a4 bgrpe wyol g Policy & Objects> Objects> Addresses ;... 4

AsS Obll a1y (LBl o ol ien auled o)l Subnet / IP Range oo
SSL VPN b oledas F

by e a5 ownd il Listen on Interface(s) cuond 3l g 0uS as>l0 VPN > SSL > Setting o 4
oS oo LBl Ty Wanl Lo ol jo aaS Gl 1) ol oo Lo o] o

Define how users can connect and interact with SSL-VPN portals on this FortiGate.

Listen on Interface(s) wanl X Q

This is generally your external interface (Le. wanl)

Listen on Port 143

Restrict Access # Allow access from any host Limit access to specific hosts

Idle Logout & Logout users when inactive for specified period Never logout inactive users
Inactive For 5000 (Seconds)

Server Certificate Fortinet_Factary -

Require Client Certificate
nnel Mode Client Settings

Once connected in tunnel mode, clients will recieve these settings.

Address Rangs Automatically assign addresses @ Specify custom IP ranges
IP Ranges ¥ SSLVPN_TUNNEL_ADDR1 K
[8) S5LVPN_TUNNEL_IPvé_ADDR1 x

S ol |y Specify Custome IP Ranges 4 443 &4 Listen Port cwod (o
A8 ool |, SSL VPN Group cw.d Authentication portal Mapping 4035 5 ,0

Syl g Bl sl Al 4y v yiws Cg> Security Policies (0,5 adlsl 0

0



e pewd o3l aST auS (a5 Security Policy G .oy 4,5 Policy & Objects >Policy >IPv4 . . 4
sl ails 1y sslroot VPN 5l eolawl b Jls aSils

dusled pulais sslroot gl |, Incoming Interface

Sl g0 al> e 10 oulls 4Bl 09,5 (5l | source User 5 asles il all (6l |, Source Address

1o a4 asslgy ce ye0 ol )l I8 LISl b oS Q! S ls 4l (6l 1, Outgoing Interface

3¢5 olgzdo Slewdais g oy pu Enable cdl> 4 |) NAT 4 oo | 3 all o> ,o |, Destination Address

Auddy all Security Option g Jlgpld !y 1,

Incoming  _Jb ol gl .ausS olxl oo gl 4 LSSL VPN s cg> 550 Security Policy G
A4S wodas wanl el o |y Outgoing Interface g wiS polais sslroot (¢l |, Interface

Incoming Interface ssl.root (sslvpn tunnel interface) v
Source Address = all v W
Source User(s) Click to add... -
Source Device Type Click to add... -
Qutgoing Interface wanl -
Destination Address =] all v &
Schedule i always d
Service T ALL * | W
Action v ACCEPT hd

Ol wans (Bl 4l p aseis Sy SuF 598 olws (58 lais £
O 3ylg basles o)l iy &lygiws JewaS CLI jo .0y5 » System> status> Dashboard ,..... 4

835 )18 Lialesl 0,90 590 oly Gl p)lS we g (B Camsg wgd (o el p Ol jgiwo

# config vpn ssl web portal
(portal) # edit full-access
(full-access) # set host-check av
(full-access) # end

DS S U g 4 pgd Ceand 40 odds Al Cugr 1l sl eolaul

ay



Please Login

Name: twhite

Password: LTI

AQQLSA)‘)B P Oy ‘) Cewla ““:"‘*’5“56’)55 oK

in - Internet Explorer, optimized for Bing and MSN

Jp Fovorites

m P Search the|

{@ HostCheck Plugin : - v [ dm v P

Performing Host Check...

If vou see the vellow warning bar that the hostcheck ActiveX control is not installed or need permission to run,

please click on it to mstall or run it. Alternatively, if you do not want to mstall or run the ActiveX conirol,
the host checking function can be perfromed by a Java applet.

B9l o 00l Hioled JUye canla layl i ol S 5l o

<BMlll I search the wet (Batyian)
i Fvorites & iy

8 Welcome to S5L VPN Service CEi v B - 4 v Pager Safetyv Toak+ @ &

Welcome to S5L VPN Service

T Help gl Logou]

Time Logged In

twhite (0 hour(s). 2 minute(sh, 35 secondis)) Connect Disconnect Refresh
HTTF InbouneQutbound Trafiic: 0 bytes ¢ 0 bytes Link f Do
HTTPS Inbeund/Qutbound Traffic: 0 bytes / 0 bytes e v
Biytes sent: a
Bytes raceied: a
Windows saer ForiGlient SSLVPN offing
Type: [HTTRHTTPS =]
Hasl

|£]

B FortiChient Windows
O Forichant Mae

O Foriclient i0S

& ConiCliant Android

Aamlos oaalive 1) SSL )l 5 IS cend b 0y 9,0 VPN> Monitor> SSL-VPN Monitor ... «
Sy50 40 395 3L 0,90 Glii> 9 &g Log & Report > Traffic Log > Forward Traffic ,.... 4

A 59] Sty oo e slaSSL

ay



Gk )l iyl 4 gw i 0y, Log & Report > Traffic Log > Forward Traffic ... «

Sled J..u‘y = MLQ.J m]'a‘u)b S9) o)m; R g ULAJ,Q.Q O yg0 duuj‘ss)p oK

Dst 192.168.1.114 Virtual Domain roct

Received 85591 Source Country Reserved

Sent [/ Received 8.71 KB/ 83.58 KB Duration 36

Sent 8923 Application Details

Group N/A Service RDP

Protocol & User M twhite

Destination Country Reserved Dst Port 3389

roll 65389 Status v

Timestamp Wed Apr 17 14:13:11 2012  Tran Display noop

Sequence Number 2700 Policy ID 11

Src Interface wanl Src 1 twhite (172.20.120.23)
VPN sslvpn_web_mode Sent Packets 71

Level notice VPN Type sslvpn

Src Port 5371z Log ID 13

Sub Type forward Threat

Received Packets o8 Date/Time 14:13:11 (Wed Apr 17 14:13:11 2013)
Dst Interface portl

P Retresh @) Download Raw Log

“ T Date/Time | T Src Interface | T Dst Interface m
14

10

want B 74,125,199

2 14:26:04 ssl.root wanl 10.212.134.200 173.194.77.94
3 14:26:04 ssl.root wanl 10.212.134.200 =5 173.194.43.79

4 14:26:03 ssl.root wanl 10.212.134.200 == 66.171.121.34 (fortinet.co
5  14:25:57 ssl.root wan1 10.212.134.200 == 74.121.50.17 (www.pages
6 14:75:44 ssl.root wanl 10.212.134.200 [+l 208.91.113.212

7 14:25:40 ssl.root wanl 10.212.134.200  192.168.55.30

8  14:25:40 ssl.root wan1 10.212.134.200  192.168.55.30

9 14:25:40 ssl.root want 10.212,134.200  192.168.55.30

10 14:24:39 ssl.root wanl 10.212.134.200 0 0213.199.179.159

11 14:24:37 ssl.root wan1 10.212.134.200 B 0213.199.179.159

12 14:24:37 ==l rant wani 1N.212.134 200 I+l 132 244 2 A (www_msftned

S Sioedgw g S5 5,99 90 5l eolaiul cy> Redundant (g lexs sy, S

oolawl Redundant gla g nl 5 col i (g loxs 5l a5 Canl aiie SU ilie 6l 5 slo Jordl g
sl ol Gl g (e G pilg) palS oS eud a3 )5 L s S i sl e g, cnl nles (o
: ol 00l DolS o Al ol oo otee Loy3)lS (sl o an e alS pias g abb o Caglgl 4o Ll
(09 A po & (9,80 5 laebl clllE

o led oolainl Glopdass cpl jo paiiwd das )0 Lo a5 Canl 00 )57 830 g0k Ly DUl FortiOS 5.2
Ol ygiws ol il sob pdy el ol 51 L8 L FortiOS 5.0.x (g9, » Slewdas cpl 5l san oplpls
A5l oo 1> L FortiGate 1xxD/2xxD (g ju y0

aS sy Shlpiing S8 ol i 4 ailes so Lo 09l o o0ld ol Lol 4y a5 Sljgiws a4 axg b
o b beol o il onds pudas GUTM sla oBaus wlal p as ail ails LS g ool coli g
oS S yete 5 3l IS L olfiws S 59, 15 90k (el sl ColilB nlys
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s sl Gidu 4 0 jlse (ol 0gd sl installation JolS & g0 a4 a5 09d (o0 el b ol jgis

39, L )

0 Slog ab arlyx o was aSll (g5ela gl Jawg g alilo Dazg 4SS 050 40 o oy

Sidne ¥
el G5 sl (Fhg 5l s Grizmen el Mo (iedasr 5l (oL Jels isu ol
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Suns
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1] E—
FortiGate | FortiGate |
i fs ]
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Aoled oo oolaiul YU (gislegr 5l el oS lis] ol5 g oakad 45eF 2 5l Wyl bl a5 Jb yiiee
ASLS )0 g dae 90 ol b 6yls Lo Active/Pasive cll> jo oS 568 oSiws 90 4y b yidee oyl

Al o3l b oS 5,98 (L olbule) payload penss Cy S
PO I L N SISV VPRI ISR U2 LI Wl AR P RCSP RS L GORR I P
S L8 Switch OS ¢ Firewall OS L aigX> a5 aiil aiils az g5 b b ool @
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50 08 LQ.@‘ 59 ;~5 ‘5»)53 failover 6‘)" u.:l.a:y)l.uu 9 6)5J543A XV 4 m.’)L.\J‘ < 6.5“& Comnd LJ"‘ 5O

23,5 melys ST 1) p3Y el (590as8 Slasl bl 5 05 (o0 Cummo g8 bl o 50
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R ] e qE e
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S S8 ool gl ol sl 4 g mlod oolainl  BLol glo zdaw 3l wilyy (sod o «s58legs (] 4o
pmled oo oolatul slave g master Sl g0 2 10 g (0dd oS 5 ) 0ol (LSS sl

S5 B auS o SailS trunk &yge s 1) 0ol grdgw oS (5,99 (sSu i olKiwd 90 e S o
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Fortigate Failover Y-Y
Link failure : Jo! 5,90
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FortiGate

Gl sl Cu e Y-Y

235 oo o)l 4 lad 6l 1) gaudS L& (s350s55

D9 5l 0,90 ol F oo lastinl (s5elgs g8 &S G50 40 @l oo 5L 0 50 oBiws g0 lads @

b oSiwo | ax> LSS &g o cg> FortiManager 3l oolaiw! o
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R Fort 39 Fort 341
l Il Trun I | l

FortiGate |Fort 40 o Port 40 FnrtiEataJ
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ples 5 ol oo o interface g5, » oliws « 1XXD,2XXD (g 0 slo oS S8 PR Ui Dge A

el L HA 5 ul STl
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e FEiATINET.

Frmdaie 2400

?E)UEShDGaPU WAkt & 3 B T B 11 13 15 17 19 21 33 36 37 30 3 3 6 37 3 OMEL
« Stams wearr (TN [ (6 O [T
][ i o s e e o o ' | [
DMF—DNVEW WANZ Z 4 & B 10 12 14 18 1fF 20 2T M 23 B N R M 3 3B oDMD
=+ &5 Mebwork
G Create Mew = [ b |
-u
e T IPMNBIMAsK
- = Packet Caplure -
i & mgmt 182.166.1.99 255,265, 255.0 | Piyscal
H g Contig
| B i o wanl LT TRt | Piyscal
e Admin o -
w wanZ C.O00 D000 Pryscal
B L3 Certihcams
D e dmzl 10101001 258 255,755 0 yseal
+ 58 Monisor o - &l Py
] dmz2 CUOUDD DD &l Prysical
r] C un ) @ 197,168, 100,95 755,755 255 0 | Hartware Swhch (40)

1,40 439 sl &g 0SS SIS Lls LAN (g5, 5 9 423, System > Network > Interface ,....
awS 04l 5 wlw! u 1, IP/Network Mask Sledass e dwsled S candd 5l

IP/Network Mask : 192.168.100.1/255.255.255.0

Aales Jlesl 1) Sladass ol plas 157 39

port3s ®

ot )
portd0 (&)

Addressing mode & Manual () DHCP PPPoE
IP/Network Mask @?‘m
Administrative Access + HTTPS [« PING [# HTTP [+ FMG-Accessl# CAPWAP
_| 85H | SNMP | | FCT-Access
DHCP Server # Enable

[ YStaws [ ¥ Name |

[+] mgmt 192 168.1.99 255.255.255.0 % Physical
o wanl 0.0.0.00.0.0.0 & Physical
o wan2 0.0,0.00.0.0.0 = Physical
[ 4] dmzl 10.10.10.1 255,955 255 0 & Physical
o dmz2 0.0.0.00.0.0.0 = Physical
[+] lan 192 168.100.1 255 255 2550 = Hardware Switch (38)
o ponis 0.0.0.00.0.0.0 = Physical
4] port4d 0.0.0.00.0.0.0 & Physical

CLI |5 Lo o3l oS oesis gedgms (535 |y VLAN D sl Lo S IS sy SSl5 &0 48] sl
A8k (oo pdy plx]
sl 00 0315 ale 15 0 Slygiss emled Jlab 1, globally coulls syl Lo pad sl o

FGT1 # config system global
FGT1 (global) # set virtual-switch-vlan

VoV



FGT1 (global)
FGT1 # show
config system
end

FGT1 # config
FGT1 (virtual-swi
FGT1 (lan) #

FGT1 (lan) #

enable

# end

system global
global
set fgd-alert-subscription advisory

latest-threat

set hostname “FGT1”
set internal-switch-mode interface
set optimize antivirus
set timezone 04
set virtual-switch-vlan enable
system virtual-switch

tch) # edit 1lan

set vlan 100

end

s lod onalive Cnd uud 2ol 0 1) VLAN Switch auslgn ol Ll Y151 YL @l jgiws 05 5o

[ [ Yomws | 00202020 TWName 0 [ 202 VWPMetmask =0 | 2 TType |
1] mgmt 1972.168.1.99 255,255 255 [& Physical
4] wanl 0.0.0.00.0.0.0 [& Physical
o wan2 0.0.00 0.0.0.0 |& Physical
o dmzl 10.10.10.1 255.255.955.0 [& Physical
L) dmz2 0.0.000000 & Physical
192 168, 100.1 255 755.255.0 B VLAN Switch (38)
(4] por3s 0.0.0.00.00.0 & Physical
o portan 00000000 & Physical

G, il oo S8 J,98 ,o virtual Switch g0 o S8l jaue gl SOl O yg (5 0olainl 0490

FGT1 # config
FGT1 (interface)
FGT1 (port39)
FGT1 (port39)
FGT1 # show
config system
end

#
#
#

system

.Jﬁﬁfo

wdily oo g2y OBl 5 Sl by dads SUl5 Oy

system interface
edit port39

set trunk enable
end

interface port39
interface
edit ‘“port39”

set vdom “root”
set type physical
set trunk enable
set snmp-index 10
next
aalive Canod pud S0] jo 1) STl &Dyg adlen Wb Lol Jol> b o

\RA¥



slac! o bl | cy> heartbeat/Sync gl 40 &g .l ooy High Availability 4 coss V>
0)45 = )‘).9 ool 3,40 )MLo LS')" W.QWANl Sy ..)).,.f = )‘).9 oolazw! 3,40 )M,)lf
dmled pulas 5 ole |, High Availability ¢ 48, System> Config> HA .o 4

WAN IP routing so,S0: p,le> al> o

i daile lds asS” ol |y WANI g 05 System > Network > Interface ..o 4

Interface Name wanl(08:58:0E:32-5CE4)
Alias @ Intermet

Link Status up Qo

Type Physical Interface

Addressing mode DHCP ' PPPOE ( Dedicate to Extension Device
IPINetwork Mask 100101724

Administrative Access HTTPS | PING HTTP  |# FMG-Access| | CAPWAP
S5H SNMP FCT-Access
# Aulo IPsec Request

DHCP Server Enable
Security Mode MNone v

Device Management

Detect and ldentify Devices

Listen for RADIUS Accounting Messages

Secondary IP Address

Commants Write & commer Py

Administrative Status s O Up © Down

@ oK Cancel

ojlee g Sy silea route G 5 2ug o Router > Static > Static Routes ... «

Destination IP/Mask 5 5.0.0/0.0.0.0 1

Device wanl v

Gateway 10.0.10.254 @
Distance 10 (1-255, Default=10)

Priority 0 (0-4294967295)

Comments

@ oK Cancel
sl slo (ol (g5 ey al> o
DS (i, |5 095 olgzds sla ol 5 wug 0 Policy & Objects > Policy > IPv4 o 4

p3o oliiws (59, p Dlanlaly IS5 rpiils al> 1o
\o¥



p9d ol (59, » Blewlats plowil (6l ol op i Lol (iS (oo palas |) oS (5598 5L ol sl (9
Bl (o0 pd ol (55, 1 (2l g Jsl ollws Slenla I QIS S Ay

I, Backup 45,35 System Configuration Ceewd jlg &yg,» System > Dashboard > Status .o «
pgd oiws (59, 1) Clenday alyy oo Restore a5 Gl ¢ jns et 5l oolainl b .ous™ b

Sl 2L
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s 4ol 03‘3

Sl 18 55 sl aslis Jlasl g colaiwl cg> Jgl ¢ 4,0 ,o Boarder Gateway Protocol :BGP
bLs,l s pwew autonomous o b wuled faie [S0SG L, yiin L ISP wi Wiy oo JSGg 5 oyl
D dles el (6550l MalS asS o colaiwl cuS J)68 5l ksl pl o Lol ST .asled S35

sle asliwlss  Jloms slo acliwlel « cogac oo ds Joli b aslialss aSil o (Certificates
Loty 4y (Sdg Sl bl )l plo b b ol oy (sl a0 (Jluzms balael saiss” el olubis
Wl (oo CeS (588 S bl (o0 Cewyd g g9t Sl Cuse S LT anled ) 45 SR (0 o5l
glas oslizal IS i el 5 SSL (g3l Jolis 505 sloser (sl o aoligalsS |

Lo 0 S J,98 oKiws g0, Sy Sy g 009 CunSS wlwl y Command Line Interface :CLI

wan bl wl ouls Jloo 31T & a0 a4 QLS (pl jo Sl i 0.5 o )),8 colaiul 090 aislS
A5 o 0550 555 ame 5o L5 Slockss

sl oBiws 4y a5 il o oSl 5l ST, S Dynamic Host Configuration Protocol :DHCP
oo G il oo [P Address s ol )y ol 51 (6 aos ol bl )l 51 can <8l 0 ojlat astils
@l olCws b wyles Joe j9,m DHCP S aiilon 5 4385 ougep [ alg cnl Wiy (o0 o5 ()98
disles 8l o TP Loy (6 aSlis )0 09290

5 ool ewywd b >, )5 a4 aS wil o oS 5,98 Leed il SO Demiilitarized Zone :DMZ
plo g Slows ey gwpws Cpl il adls sw s (A3 Al @ aes o ol sul cbblas
S D9 o0 oLl g g ol gl subNEt (gl el IS (pl 0 F g0 Djpo 4D Slo Ceon
2 o3e 03l (bl 4 i DMZ (o ol ol assls 9525 (cus yiwso ldl 4 (950 5l 457 (5015
055 DMZ g o] a5 5,58 (slo oo S (oo Al 42515 95 (555 Dlagliss 13 oxg o o s

Asled oolainl 0590 (pl oz b ued il plo ol oo Lol a
o P ool 050 s ol 4 fate oS Sla oKiws alwgs Domain Name System :DNS
Je sl dles sl ool IP 4y sl ol G 0,5 Mapping abews 1) lo col oy b 5.5
oattin CuS 5,98 olliws S oo J10u5 66.171.121.34 e ol IP o |, fortigate.com sl g, DNS
DNS S aabsg wily oo coS (5,58 0,05 1,8 oolaiwl 5,50 aSiil ;0 95w DNS plas a5 wles oo

355 o i |y se e
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Slply Jo)l sle S5 oS gom slo Gl 4 wos o0 o3>! Equal Cost Multipath Routing: ECMP
Blas! (sl aF (5558 Lawgs BOMP 055 Ll gy s (i oot b ioled Jlo| e o
5L oo load balancing LT 51 (S 005 (oo 41,8 oolitwl 040 (g30nie

Gl plasle cled 0 a0 ojlal by CodS 4 a5 wll oo g0 Sy 51 > iExplicit Proxy
Sealy> 50 lp 025 (o0 )8 eoliial 590 Lanly Blorns jgpm o (B aled Jlul j9 e (S 9 S
o ookl explicit proxy cdl> 5l 28s CoS (5,98 S 0gd oo Jloyl e i B, 5l asT Sl
DS o Jloyl japm oS slp |y o Syg oyl g b o )olIP s candIS s

gy g S e CoS (99 olSiws S lawgy Wlgh e aS bl oo Sy ST oBls FoOrtiAP
S ploal FOrtiWiFi oiws G 5l oolaiwl b wilgs oo FortiAP oyl

oD lp 0,8 o )l,8 oolaiul 550 FortiWiFi g Fortigate alcwgs a5 ail oo Jole piucens £ 0r1iOS
2,5 A4S Hem 8 o 4 Ol (oo e

g7 095 Gateway 4 |, &S oS o 095 sl [0 |y dualie w0l Wilgs allws 51 Gateway
AR oo

o ] SO ciwlis oo web-based manager ! o8l iy (Graphical User Interface .GUI
s g Sz Ol ygiws jloolatwl gl @ cuS S)58 a ba e clenda plovil e il o (SIS
CLI s oosS

ool by 0gd oo oolainl Olbls |l oz oS wil o SS9, Hypertext Transfer Protocol :HTTP
SSSan ol @ by sla S35 Wlgh (o0 S (598 Sl b Sl g 4 plitws g il Sl cosg
A8 g e 3 |y

Fgp by Olbls a5 ailh oo HTTP (ol Sy, Hypertext Transfer Protocol Secure :HTTPS
il oo pdy el el

bla oyl g oo ploil Coond ol jo Ol idv 90 oo Slbl )l a5 all oo gl alais nterfaces

VPN S il bhain Ojgo a0 b oS (5,98 <SG (59, b &g Ethernet aiile il (658 wilgs oo
Portal

0 SIS aS session G CSG 0 A (5 9k 4 0gh w00y G Sl o Cossl slw| s TPsec
Ao oolaiwl VPN blLs )l gz JSGg ol 5l Lolul oS 5588 05
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o9 3l (8IS g (g s Gl ail o STy, Lightweight Directory Access Protocol :LDAP
S 5598 S5 L Jsere Dyg0 4 LDAP (sl g 0iil o directory information 48l &35 slo

A yS oo yl,8 colaiul 050 o 5,15 authenticate cow sl

ALl et ol gl all o Lan g ol 4l S Media Access Control address :MAC address
oo 0918 0053l 55 g w0l S ol 09 oo 008 g SO wyol S S lbls ) g
# 30 ool S sl (pod i BB Jloy Sjgo 4 g adl (o o ydl TP ash Glgie gua 4 g 09
Jlo slp gl oo lax 0SS 5l eIl Lawgs a5 Conl ouls i Jlogwsl 3K olael 51 Hbgs o
ooliiwl ool Kol as Sl wlgo o5 dalgs Slolis Ld e85 5,98 olfiws . 01:23:45:67:89:ab

S9809d oo Jluyl 09,5 ST sl Sledlbl a5 wil o 29,5 S yge & bl 5l Wi S Muldticast
sles ool aSes sla olKiws (bl ool Cua canS e Sl 5l wilys so oS
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